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Hover the mouse over the link to see where it points

Link to a login page

Anyone can claim to be IT

Sender’s address is easy to fake

Odd language

Anyone can download a logo

Scammers usually only know the e-mail, not the name

Why only in English?



• Someone contacts you unexpectedly

• Usually by e-mail

• Maybe impersonating someone you know or trust, or some 
other authority

• You have to act promptly

• To prevent damage or avoid losing a unique opportunity

• You need to pay or provide confidential information

• Usually your user ID and password at a fake login page

How to spot a scam?
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Be careful with attachments
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Impersonation scams

© Hanken



© Hanken

>
> From: [unit director’s name] <slivt892@gmail.com>
> Sent: Tuesday, August 4, 2020 12:25
> To: [recipient’s e-mail]
> Subject: [recipient’s first name]
>
> Hei [recipient’s first name]
>
> Oletko käytettävissä?
>
> Kiitos
>
>
>
> Lähetetty iPadistani
>

An authority

Not his work mail

A subordinate of the director

Why in Finnish?

Well, he doesn’t own an iPad
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From: [unit director’s name] <slivt892@gmail.com>
Sent: Tuesday, August 4, 2020 12:30
To: [recipient’s e-mail]
Subject: Re: [recipient’s first name]

Okay, I want you to help me purchase Google play cards from any shop
close to you, i need the gift card for some specific clients. Can you
get this done in 20 minute? please let me know, so I can send you
details of the exact quantity that is needed.

I am in a meeting at the moment and i am unable to take calls right
now, so let's communicate via email.

I will refund the money you spent for the gift cards later today, but
i need the gift cards immediately.

Thanks
[unit director’s first name]

Ahaa, that’s the motive

No names!

Hurry!

Don’t call me!

Don’t worry! 
Don’t think, act now!



Moral of the story

• All employees must use their Hanken-email for work-related issues.

• Students are allowed to automatically forward mail to another 
account.

• Employees are not 



Also by phone …
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Helpdesk scam starting February 2020
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The fake problem
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Passwords
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A password 101

• Passwords are personal. Period!

• At least 12 characters, complex enough.

• Contains at least 3 of these groups: 
uppercase letters, lowercase letters, digits 
and special characters

• Create a system that helps you remember 
passwords, use for example phrases. 
“brown-coffEE@8am".
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You are not allowed to use 
your Hanken password
when signing up at other 
sites!

But it’s OK to create accounts with 
your Hanken e-mail as user ID.

© Hanken



It’s OK to let your browser 
remember passwords, but ONLY 
ON YOUR OWN COMPUTER!



Resources
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datasakerhetschef@hanken.fi
For escalating serious issues

help@hanken.fi
Generic questions about IT or 
security, like if something is legit or a 
scam

cyberjunk@hanken.fi
To submit scam samples that you 
have identified. It helps us maintain 
situation awareness. We do not reply. 

datasakerhetschef@hanken.fi
For escalating serious issues

help@hanken.fi
Generic questions about IT or security, 
like if something is legit or a scam

cyberjunk@hanken.fi
To submit scam samples that you have 
identified. It helps us maintain 
situation awareness. We do not reply. 
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HANKEN

DirectorTeacher

We are all important

Student

Hacker

Phishing

Infected
document

Further
hacking…

Moral of the story:
Everyone is worth hacking 
because we are all part of 
Hanken



Summary

• User awareness is very important in the 
fight against cyber crime.

• You are expected to handle your account in 
a responsible way.

• Let’s be open about potential security 
problems. That’s the best way to fight 
them.
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