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Translation of the IT rules at Hanken, November 2009.
Rules in Swedish Anvisningar for behandling av datamaterial d& innehavaren av anvandningsratten
till datasystemen har avlidit approved by Rector October 2007

Actions to take after user with right to use
Information system has deceased
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These instructions shall be applied to the informational material left behind after the death
of a student or employee with user rights to Hanken information systems.

If the estate of the deceased, guardian or other party requests that the material be
transferred, this will be accomplished in accordance with the requester's legal rights. If the
heirs are part of the communications, they have the right to the messages in question.
Request for transfer of such message shall be addressed to the administrative director, who
is responsible for transfers.

The employer's rights to the e-mails of a deceased and the measures to be taken are
governed by the Act on the Protection of Privacy in Working Life (759/2004). With respect
to other materials, the employer's rights are governed by the administrative director.

Closing User Accounts

After the information system operator has been informed of a death, his or her duties
include:

1. Closing the usage rights administered to the user (closing accounts, preventing
logging in with them and reading of any e-mail in the account of the deceased) and
denying other users access to the personal workstation of the deceased.

2. Configuring the mail server to stop accepting new messages for the deceased and
notify the original sender.

Preserving E-Mail

When closing the account, a separate record shall be made of the e-mails of the deceased
located in the mail server, on the other disk space assigned to the deceased and on his/her
personal workstation. The record shall be preserved for a year in a designated place in
registry or computer center in the event that transfer of information is necessary.
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The rights of the university to search for university-related messages within the deceased
person's e-mail are governed by the Act on the Protection of Privacy in Working Life
(759/2004). Other e-mail of the deceased is considered private.

The e-mails of a deceased student shall be considered private. Material dealing with
membership in a working group, administrative body, or the like shall be dealt with
separately, if necessary.

Preserving Other Data

The file directories and their contents shall be divided, according to the Copyright Act,
between the employer's property and private property. Material governed by the Copyright
Act shall belong to the copyright holder with exclusive rights.

Material other than e-mail saved on the personal workstation of the deceased shall be saved
in a separate record that shall be preserved for a year in a designated place in registry or
computer center in the event that transfer of information is necessary. After making the
record, the user's data shall be removed from the workstation [according to the disposal
instructions for data that are no longer needed] and the workstation can be reassigned.

Data belonging to a deceased student shall be considered private. Material dealing with
membership in a working group, administrative body, or the like shall be dealt with
separately if necessary.

Back-up copies of the user's files shall not be treated separately from other back-ups.
Returning data to a disk from a back-up can only be performed for weighty reasons by
decision of the administrative director.

Data Transfers

Private material deemed transferable shall be delivered to the recipient in a manner agreed
on separately.

Material belonging to the employer shall be transferred to the superior of the deceased.
Any transfers of data shall be registered.
Tools and Materials Provided by the University

If the university has provided a person with tools for telecommuting, such as a workstation
and telecommunications equipment, it shall request the estate to return the tools and other
material belonging to the employer, including materials and data. The same applies to data
belonging to the employer that is stored on workstations personally owned by the
employee. The returned data shall be handled according to the procedures above.

Removing a User Account

After the above has been performed, the user account of the deceased shall be removed
according to normal procedures.
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